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Everyone,
      I hope everyone is doing alright with all the snow.  I have a sore back from lots of
shoveling, but am otherwise good.  As a reminder, we are giving the crypto club talk next
Wednesday, Feb 3rd, at 10am.  Could everyone please finish their portion of the slides by this
Friday?  Then we can send them around to everyone for comments/suggestions before we
give the talk.  Mine will be essentially the slides I sent around for the PQCrypto
announcement.  Thanks,

One more thing.  We were going to meet with the NSA yesterday, but NIST was closed.  The
NSA still wants to meet with us soon for us to give them an update on what we will be saying
at PQCrypto.  I'm still checking with them, but it might work out for us to meet tomorrow
(Thursday) at 1pm, right before we all meet with Carl Miller.  This is just a heads up that we
might have a last minute meeting at that time.  If so, we'll just go over the slides for PQCrypto
with them, and get their input.  They also gave me a new FAQ for their announcement about
transitioning to PQCrypto.  (attached)

Dustin

P.S.  - Any last comments on the NISTIR (attached)?  If not, we can start the process of getting
it published.  

mailto:/O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP (FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=96E1F32F838F4256BD1F1033199F2B78-MOODY, DUST
mailto:/o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=a4361a12a22b4d089b36f472fadaf144-Ray Perlner
mailto:/o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=d4b2ba41e91f47e895c74bee8d970d4a-Liu, Yi-Kai
mailto:/o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=deaf41d2799b47cf9b3dd907c84f0893-Jordan, Ste
mailto:daniel-c.smith@louisville.edu
mailto:daniel-c.smith@louisville.edu
mailto:/o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=b041f4ff94334fc285a5fa844966a434-Peralta, Re
mailto:/o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=0bb4b3f0563e48968c76ad3853512b87-LLCHEN

[bookmark: _Toc43110410][bookmark: _Toc43110530][bookmark: _Toc43169808]NISTIR XXXX

Revision #

Report on Post-Quantum Cryptography



Lily Chen

Stephen Jordan

Yi-Kai Liu

Dustin Moody

Rene Peralta

Ray Perlner

Daniel Smith-Tone











This publication is available free of charge from:

http://dx.doi.org/10.6028/NIST.IR.XXXX





[image: nistident_flright_300ppi]  



ES-



NISTIR XXXX

Revision #

Report on Post-Quantum Cryptography



Lily Chen
Yi-Kai Liu

Stephen Jordan

Dustin Moody

Rene Peralta

Ray Perlner

Daniel Smith-Tone
Computer Security Division
Information Technology Laboratory









This publication is available free of charge from:

http://dx.doi.org/10.6028/NIST.IR.XXXX





November 2015





[image: ]





U.S. Department of Commerce

Penny Pritzker, Secretary



National Institute of Standards and Technology 

Willie May, Under Secretary of Commerce for Standards and Technology and Director







National Institute of Standards and Technology Internal Report XXXX
NNN pages (Month YYYY)

This publication is available free of charge from:
http://dx.doi.org/10.6028/NIST.IR.XXXX

Certain commercial entities, equipment, or materials may be identified in this document in order to describe an experimental procedure or concept adequately. Such identification is not intended to imply recommendation or endorsement by NIST, nor is it intended to imply that the entities, materials, or equipment are necessarily the best available for the purpose. 

There may be references in this publication to other publications currently under development by NIST in accordance with its assigned statutory responsibilities. The information in this publication, including concepts and methodologies, may be used by federal agencies even before the completion of such companion publications. Thus, until each publication is completed, current requirements, guidelines, and procedures, where they exist, remain operative. For planning and transition purposes, federal agencies may wish to closely follow the development of these new publications by NIST.  

Organizations are encouraged to review all draft publications during public comment periods and provide feedback to NIST. All NIST Computer Security Division publications, other than the ones noted above, are available at http://csrc.nist.gov/publications.

Comments on this publication may be submitted to:

Public comment period: Month Day, YYYY through Month Day, YYYY

All comments are subject to release under the Freedom of Information Act (FOIA).



National Institute of Standards and Technology
Attn: Computer Security Division, Information Technology Laboratory
100 Bureau Drive (Mail Stop 8930) Gaithersburg, MD 20899-8930
Email: [email address] 

 




Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and Technology (NIST) promotes the U.S. economy and public welfare by providing technical leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, test methods, reference data, proof of concept implementations, and technical analyses to advance the development and productive use of information technology. ITL’s responsibilities include the development of management, administrative, technical, and physical standards and guidelines for the cost-effective security and privacy of other than national security-related information in federal information systems.



Abstract	Comment by Moody, Dustin: Ask Ed Roback to be external reader?

In recent years, there has been a substantial amount of research on quantum computers – machines that exploit quantum mechanical phenomena to solve problems that are difficult or intractable for conventional computers. If large-scale quantum computers are ever built, they will be able to break the existing infrastructure of public-key cryptography. The focus of post-quantum cryptography is to identify candidate quantum-resistant cryptographic systems that are secure against both quantum and classical computers, as well as the impact that such post-quantum algorithms will have on current protocols and security infrastructures.  This Internal Report shares the National Institute of Standards and Technology (NIST)’s current understanding about the status of quantum computing and post-quantum cryptography. The Report also outlines NIST’s initial plan to move forward in this space.  Historically, it has taken almost 20 years to deploy our modern public key cryptography infrastructure.  It will take significant effort to ensure a smooth and secure migration from the current widely used cryptosystems to their quantum computing resistant counterparts. As the replacements for currently standardized public-key algorithms are not yet ready, a focus on maintaining crypto agility is imperative.  
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1. [bookmark: _Toc435791078][bookmark: _Hlt58649561]Introduction

[bookmark: _Toc333238420][bookmark: _Toc333328609][bookmark: _Hlt58649569]In the last three decades, public key cryptography has become an indispensable component of our global communication digital infrastructure. These networks support a plethora of applications that are important to our economy, our security, and our way of life: mobile phones, internet commerce, social networks, cloud computing. In such a connected world, the ability of individuals, businesses and governments to communicate securely is of the utmost importance.

Many of our most crucial communication protocols rely principally on three core cryptographic functionalities: public key encryption, digital signatures, and key exchange. Currently, these functionalities are primarily implemented using Diffie-Hellman key exchange, the RSA cryptosystem, and elliptic-curve cryptosystems. The security of these depends on the difficulty of certain number theoretic problems such as Integer Factorization or the Discrete Log Problem over various groups. 

In 1994, Peter Shor of Bell Laboratories showed that quantum computers, a new technology leveraging the physical properties of matter and energy to perform calculations, can efficiently solve each of these problems, thereby rendering all public key cryptosystems based on such assumptions impotent. Thus a sufficiently powerful quantum computer will put many forms of modern communication--- from key exchange to encryption to digital authentication--- in peril.

The discovery that these quantum period finding techniques could be utilized to solve certain problems faster than on classical computers naturally inspires great interest in quantum computing. Is quantum complexity fundamentally different from classical complexity? When will large scale quantum computers be built? Is there a way to resist both a quantum and a classical computing cryptographic adversary?  Researchers are working on these questions.

In the twenty years since Shor's discovery, the theory of quantum algorithms has developed significantly. In addition to generalizations of Shor's technique solving hidden subgroup problems for (usually) Abelian groups, Grover's search algorithm proffers a quadratic speedup on search problems. While such a speedup does not render cryptographic technologies obsolete, it can have the effect of requiring larger key sizes, even in the symmetric key case. It is not known how far these quantum advantages can be pushed, nor how wide is the gap between feasibility in the classical and quantum models.

The question of when a large scale quantum computer will be built is a complicated and contentious one. While in the past it was less clear that large quantum computers are a physical possibility, many scientists now believe it to be merely a significant engineering challenge. Some engineers even predict that within the next 20 or so years sufficiently large quantum computers will be built to break essentially all public key schemes currently in use [1]. Historically, it has taken almost 20 years to deploy our modern public key cryptography infrastructure.  It will take significant effort to ensure a smooth and secure migration from the current widely used cryptosystems to their quantum computing resistant counterparts.  Therefore, regardless of whether we can estimate the exact time of the arrival of the quantum computing era, we must begin now to prepare our information security systems to be able to resist quantum computing. 



Table 1 - Impact of Quantum Computing on Common Cryptographic Algorithms

		Cryptographic Algorithm

		Type

		Purpose

		Impact from large-scale quantum computer



		AES-256

		Symmetric key

		Encryption

		Larger key sizes needed



		SHA-256, SHA-3

		

		Hash functions

		Larger output needed



		RSA

		Public key

		Signatures, key establishment

		No longer secure



		ECDSA, ECDH 

(Elliptic Curve Cryptography)

		Public key

		Signatures, key exchange

		No longer secure



		DSA 

(Finite Field Cryptography)

		Public key

		Signatures, key exchange

		No longer secure





 

A large international community has emerged to address the issue of information security in a quantum computing future, in the hope that our public key infrastructure may remain intact by utilizing new quantum-resistant primitives. In the academic world, this new science bears the moniker “Post-Quantum Cryptography[footnoteRef:1].” This is an active area of research, with its own conference series, PQCRYPTO, which started in 2006; the 7th PQCRYPTO conference will be held in 2016. It has received substantial support from national funding agencies, most notably in Europe and Japan, through the EU projects PQCRYPTO and SAFECRYPTO, and the CREST Crypto-Math project in Japan.  [1:  Post-quantum cryptography should not be conflated with quantum cryptography (or quantum key-distribution), which uses properties of quantum mechanics to create a secure communication channel.  This report is only concerned with post-quantum cryptography.] 


These efforts have led to advances in fundamental research, paving the way for the deployment of post-quantum cryptosystems in the real world. In the past few years, industry and standards organizations have started their own activities in this field: since 2013, the European Telecommunications Standards Institute (ETSI) has held three “Quantum-Safe Cryptography" workshops, and in 2015, NIST held a workshop on “Cybersecurity in a Post-Quantum World,” which was attended by over 140 people.

NIST has a unique role to play in standardizing post-quantum cryptography, as part of its broader responsibility for the development of standards and guidelines for the protection of non-national security federal information systems. Many NIST standards, such as the Advanced Encryption Standard (AES), have been developed with broad participation from academia and industry, and have been widely adopted because they are effective solutions, thus helping to protect US information and information systems. NIST standardization of post-quantum cryptography will likely provide similar benefits. 

Considering all of these sources, it is clear that the effort to develop quantum-resistant technologies is intensifying. Equally clear is the urgency, implied by these investments, of the need for standardizing new post-quantum public key cryptography. It is critical to engage with the community for NIST cryptographic standards to be endorsed by industry and other standards organizations around the world. This Internal Report shares NIST’s current understanding about the status of quantum computing and post-quantum cryptography. The Report also outlines our initial plan to move forward.



[bookmark: _Toc435791079]An Overview of Quantum-Resistant Cryptography

[bookmark: _Toc173722481][bookmark: _Toc173722482][bookmark: _Toc173722484][bookmark: _Toc173722485][bookmark: _Toc173722486][bookmark: _Toc173722489][bookmark: _Toc173722490][bookmark: _Toc173722494][bookmark: _Toc173722495][bookmark: _Toc173722496][bookmark: _Toc173722497][bookmark: _Toc173722500][bookmark: _Toc173722501][bookmark: _Toc173722502][bookmark: _Toc173722503][bookmark: _Toc173722505][bookmark: _Toc173722283][bookmark: _Toc173722357][bookmark: _Toc173722506][bookmark: _Toc173722507][bookmark: _Toc173722509][bookmark: _Toc173722510][bookmark: _Toc173722511][bookmark: _Toc173722512][bookmark: _Toc173722513][bookmark: _Toc173722516][bookmark: _Toc173722517][bookmark: _Toc173722518][bookmark: _Toc173722519][bookmark: _Toc173722520][bookmark: _Toc173722521][bookmark: _Toc170129364][bookmark: _Toc170129365][bookmark: _Toc173722522][bookmark: _Toc170129371][bookmark: _Toc170129372]The most important uses of public-key cryptography today are for digital signatures and key establishment.  As mentioned in the Introduction, the construction of a large-scale quantum computer would render insecure many of these public-key cryptosystems.  In particular, this includes those based on the difficulty of integer factorization, such as RSA, as well as ones based on the hardness of the discrete log problem.  In contrast, the impact on symmetric-key systems will not be as drastic.  Grover’s algorithm provides a quadratic speed up for quantum search algorithms in comparison with search algorithms on classical computers.  We don’t know that Grover’s algorithm will ever be practically relevant, but if it is, doubling the key size will be sufficient to preserve security. Furthermore, it has been shown that an exponential speed up for search algorithms is impossible, suggesting that symmetric algorithms and hash functions should be usable in a quantum era [2].   

Consequently, the search for algorithms believed to be resistant to attacks from both classical and quantum computers has focused on public-key algorithms.  In this section, we briefly give an overview of the main families for which post-quantum primitives have been proposed.  These families include those based on lattices, codes, multivariate polynomials, as well as a handful of others.  For further information, see [3, 4].

Lattice-based cryptography – Cryptosystems based on lattice problems have received renewed interest, for a few reasons.  Some exciting new applications (such as fully homomorphic encryption, code obfuscation, and attribute-based encryption) have been constructed using lattice-based cryptography which had not been achieved previously.  Most lattice-based key establishment algorithms are relatively simple, efficient, and highly parallelizable.  Also, the security of some lattice-based systems are provably based on the worst case hardness of lattice problems, rather than the average case.  However, it has proven difficult to select parameters judiciously because the complexity of practical attacks has not yet been fully analyzed.

Code-based cryptography – In 1978, the McEliece cryptosystem was first proposed, and has not been broken since.  Since that time, there have been other similar systems based on error-correcting codes.  While quite efficient, most code-based primitives suffer from having very large key sizes.  Newer variants have introduced more structure into the codes in an attempt to reduce the key sizes, however the added structure has also led to successful attacks on some proposals.  

Multivariate polynomial cryptography – These schemes are based on the difficulty of solving systems of multivariate polynomials over finite fields.  Several multivariate cryptosystems have been proposed over the past few decades, with many having been broken [5].  The nature of multivariate schemes makes them much more suitable for constructing digital signature schemes than encryption.  

Hash-based signatures –Hash based signatures are digital signatures constructed using hash functions.  Their security, even against quantum attacks, is well understood.  One of their drawbacks is that they have a limited number of signatures which they can produce.  The number of signatures can be increased, even to the point of being effectively unlimited, but this also increases the signature size.  

Other - A variety of systems have been proposed which do not fall into the above families.  One such proposal is based on evaluating isogenies on supersingular elliptic curves.  While the discrete log problem on elliptic curves can be efficiently solved by Shor’s algorithm on a quantum computer, the isogeny problem on supersingular curves has no similar quantum attack known.  Like some other proposals, for example those based on the conjugacy search problem and related problems in braid groups, there has not been enough analysis to have much confidence in their security.



With the currently known algorithms, it seems improbable that any of them can serve as a drop-in replacement for what is in use today.  One challenge that will likely need to be overcome is that most of the quantum resistant algorithms have larger key sizes than the algorithms they will replace.  This may result in needing to change various internet protocols, such as the Transport Layer Security (TLS) protocol, or the Internet Key Exchange (IKE).  The ways in which this should be done must be carefully considered.  

We note that none of the above proposals have been shown to guarantee security against all quantum attacks.  A new quantum algorithm may be discovered which breaks some of these schemes.  However, this is similar to the state today.  Although most public-key cryptosystems come with a security proof, these proofs are based on unproven assumptions.  Thus the lack of known attacks is used to justify the security of public-key cryptography currently in use.  Nonetheless, NIST believes that more research and analysis are needed before any of the above proposed post-quantum algorithms could be recommended for use today. They have not received nearly as much scrutiny from the cryptographic community as the currently deployed algorithms.  



[bookmark: _Toc435791080]Progress in Quantum Computing Hardware	Comment by Moody, Dustin: Yi-Kai will forward to Carl Williams to review

Research into the feasibility of building large scale digital quantum computers began in earnest after Peter Shor’s 1994 discovery of a polynomial-time quantum algorithm for integer factorization [6]. At the time, it was unclear whether quantum computing would ever be a fundamentally scalable technology. Many leading experts suggested that quantum states were too fragile and subject to the accumulation of error for large scale quantum computation ever to be realized. This situation changed in the late 1990s with the development of quantum error correcting codes and threshold theorems [7]. These threshold theorems show that if the error rate per logical operation (“quantum gate”) in a quantum computer can be brought below a fixed threshold then arbitrarily long quantum computations can be carried out in a reliable and fault-tolerant manner by incorporating error-correction steps throughout the execution of the quantum computation [8].

Over the years, experimentalists have gradually developed improved hardware with ever lower error rates per quantum gate. Simultaneously, theorists have developed new quantum error correction procedures yielding higher fault-tolerance thresholds. Recently, some experiments using ion traps and superconducting circuits have demonstrated universal sets of quantum gates which are nominally below the highest theoretical fault-tolerance thresholds (around 1%) [9, 10]. This is a significant milestone, which has spurred increased investment from both government and industry. However, it is clear that substantial long-term efforts are needed to move from present day laboratory demonstrations involving one to ten qubits up to large scale quantum computers involving thousands of logical qubits encoded in perhaps hundreds of thousands of physical qubits.

In parallel to the development of general purpose digital quantum computers, there have been efforts to develop special purpose analog quantum computers, such as quantum annealers (e.g. the D-wave machine), analog quantum simulators, and boson sampling devices. Some of these devices have been scaled up to far larger numbers of qubits than digital quantum computers have. However, due to their specialized nature, these analog quantum devices are not believed to be of relevance to cryptanalysis. 

[bookmark: _Toc435791081]The Path Forward

The need for stronger cryptography is driven by advances in both classical and quantum computing technologies. To maintain security against classical attacks, NIST has already recommended transitions from key sizes that provide 80 bits of security, to key sizes that provide 112 or 128 bits of security [SP 800-131A]. To provide security against quantum attacks, NIST will have to facilitate a more difficult transition, to new post-quantum cryptosystems. 

It is unclear when scalable quantum computers will be available, however in the past year or so, researchers working on building a quantum computer have estimated that it is likely that a quantum computer capable of breaking RSA-2048 in a matter of hours could be built by 2030 for a budget of about a billion dollars [11].  This is a serious long-term threat to the cryptosystems currently standardized by NIST.

It is useful to compare the above predictions with the cost of breaking these cryptosystems using classical computers. Cryptosystems offering 80 bits of security or less, which were phased out in 2011-2013, are at the greatest risk: they can be broken now at a cost ranging from tens of thousands to hundreds of millions of dollars [12, 13, 14, 15]. Cryptosystems offering 112 bits of security are likely to remain secure for some time: they may be breakable for a budget of a billion dollars in 30-40 years[footnoteRef:2] (using classical computers). [2:  This is based on an extrapolation due to Moore’s law.  ] 


Thus, transitioning from 112 to 128 bits of security is perhaps less urgent than transitioning from existing cryptosystems to post-quantum cryptosystems. This post-quantum transition raises many fundamental challenges.

Previous transitions from weaker to stronger cryptography have been based on the bits-of-security paradigm, which measures the security of an algorithm based on the time-complexity of attacking it with a classical computer (e.g. an algorithm is said to have 128 bits of security if the difficulty of attacking it with a classical computer is comparable to the time and resources required to brute-force search for a 128-bit cryptographic key.) NIST SP 800-57 part 1 [SP800-57] classifies the algorithms standardized by NIST as of 2012 into 80, 112, 128, 192 and 256 bits of security. It further recommends that the 80-bit security level be phased out by 2014 and the 112-bit security level be phased out by 2031.

Unfortunately, the bits-of-security paradigm does not take into account the security of algorithms against quantum cryptanalysis, so it is inadequate to guide our transition to quantum-resistant cryptography. There is not yet a consensus view on what key lengths will provide acceptable levels of security against quantum attacks. For symmetric key systems, one simple heuristic is to double the key lengths to compensate for the quadratic speedup achieved by Grover’s algorithm. But this recommendation may be overly conservative, as quantum computing hardware will likely be more expensive to build than classical hardware. At the same time, this recommendation does not take into account the possibility of more sophisticated quantum attacks [16, 17]. Our understanding of quantum cryptanalysis remains rather limited, and more research in this area is urgently needed.

The development of standards for post-quantum cryptography will require significant resources to analyze candidate quantum-resistant schemes, and will require significant public engagement to assure trust in the algorithms NIST chooses to standardize. Interest in the areas of quantum computing and quantum-resistant cryptography has recently increased, due to milestones in the development of quantum computing hardware and the NSA’s recent changes to its Suite B guidance [18]. This provides an opportunity for engagement with the research community that may not come again before practical quantum computing is truly imminent. As such, NIST is beginning to prepare for the transition to quantum-resistant cryptography now. 

NIST is taking the following steps to initiate a standardization effort in post-quantum cryptography.  NIST plans to specify preliminary evaluation criteria for quantum-resistant public key cryptography standards. The criteria will include security and performance requirements. The draft criteria will be released for public comments early in 2016 and hopefully finalized by the end of the year, at which time NIST will begin accepting proposed quantum resistant key-establishment and digital-signature algorithms for consideration. By 2020-2022, NIST intends to select at least one algorithm providing each of these functionalities for standardization. NIST will establish a submission deadline late in 2017 for algorithms to be considered in this first round of standardization, allowing the proposals to be subject to 3 to 5 years of public scrutiny before they are standardized. 	Comment by Moody, Dustin: Mention workshops or reports we will do?  

Should we pick hard dates and deadlines now?  Or leave it flexible.

While this process will have many commonalities with the processes that led to the standardization of AES [19] and SHA3 [20], this is not a competition with NIST as judge. NIST sees its role as managing a process of achieving community consensus in a transparent and timely manner. Ideally, several algorithms will emerge as “good choices”. NIST may pick more than one of these for standardization. In this respect, NIST’s process for standardizing quantum-resistant public key cryptography will be similar to the ongoing block cipher modes development process [21].

[bookmark: _GoBack]When standards for quantum-resistant public key cryptography become available, NIST will reassess the imminence of the threat of quantum computers to existing standards, and may decide to deprecate or withdraw the affected standards thereafter as a result. Agencies should therefore be prepared to transition away from these algorithms as early as 10 years from now. As the replacements for currently standardized public-key algorithms are not yet ready, a focus on maintaining crypto agility is imperative.
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General 
 
Q: To whom is the CNSS Advisory Memorandum 02-15 addressed? 
A: NSA's announcement of changes from Suite B cryptography to the Commercial National 
Security Algorithm Suite are for organizations that run classified or unclassified national security 
systems (NSS) and vendors that build products used in NSS.  NSA is operating under authority it 
has for setting policy and issuing guidance for NSS—codified in National Security Directive 42 
(NSD-42), the Federal Information Security Management Act of 2002 (FISMA) and Department 
of Defense Instruction 8523.01. To reach the broadest set of NSS operators, customers, and 
vendors, and to facilitate NSA’s Commercial Solutions for Classified (CSfC) effort, this 
information has been posted on the nsa.gov website.  
  
The NSA announcement is designed to provide sufficient notice to NSS developers and 
operators to plan and budget for new cryptography as they design their systems. Cryptographic 
upgrades to NSS often require several years of planning.  NSA wants to make sure all NSS 
owners and developers understand the long term need to transition, and include this in their 
budget, maintenance, and logistics plans.   
 
Q: What is the Commercial National Security Algorithm Suite? 
A: The Commercial National Security Algorithm Suite is the suite of algorithms identified in 
CNSS Advisory Memorandum 02-15 for protecting NSS up to and including TOP SECRET 
classification. This suite of algorithms will be incorporated in a new version of the National 
Information Assurance Policy on the Use of Public Standards for the Secure Sharing of 
Information Among National Security Systems (CNSSP-15 dated October 2012).  The Advisory 
Memorandum and Policy define the set of public cryptographic standards that may be used to 
protect NSS until acceptable public standards for quantum resistant cryptography exist and are 
approved for use in NSS by the Committee for National Security Systems (CNSS).  The 
Commercial National Security Algorithm Suite includes: 
 
Algorithm Usage 


RSA 3072-bit or larger Key Establishment, Digital Signature 


Diffie-Hellman (DH) 3072-bit or larger Key Establishment 


ECDH with NIST P-384 Key Establishment 


ECDSA with NIST P-384 Digital Signature 


SHA-384 Integrity  


AES-256 Confidentiality 
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NSA prefers the use of ECDH with P-384 and 3072-bit DH for key establishment. 


CNSS Advisory Memo implementation 
 
Q:  Doesn’t CNSSP-15 require all commercial NSS acquisitions to incorporate Suite B 
elliptic curve algorithms by October 2015?  
A:  Prior to the release of CNSS Advisory Memorandum 02-15 in August 2015 it did. That was 
an important consideration in the timing of the memorandum.  CNSS Advisory Memorandum 
02-15 removes that requirement.   CNSSP-15 is being updated and will take some time to 
publish.  In the interim, CNSS Advisory Memorandum 02-15 describes the most up-to-date 
algorithm guidance. See the advisories tab at www.cnss.gov.  


Q: I have already complied with the current CNSSP-15 requirements incorporating 
Suite B into my NSS commercial product/solution.  Do I need to update any of the 
algorithms being used?  
A: If you have already implemented Suite B algorithms using the larger (for TOP SECRET) key 
sizes, you should continue to use those algorithms and key sizes through this upcoming transition 
period. In many products changing to a larger key size can be done via a configuration change. 
Implementations using only the algorithms previously approved for SECRET and below in Suite 
B should not be used in NSS.  
 
In more precise terms this means that NSS should no longer use 
 


• ECDH and ECDSA with NIST P-256 
• SHA-256 
• AES-128    
• RSA with 2048-bit keys 
• Diffie-Hellman with 2048-bit keys 


 
CNSS Advisory Memorandum 02-15 makes one exception allowing the use of RSA with 2048-
bit keys for public key infrastructures   
 
Q: What systems are affected by the new CNSS advisory memorandum? 
A: CNSS Advisory Memorandum 02-15 applies to all NSS—classified and unclassified, as 
defined in NSD-42 and FISMA.  Users are expected to migrate to comply with the new 
requirements; however it is understood that not all applications can change easily or 
immediately.  For specific program questions, engage with NSA for further guidance. 


Q: Given the range of algorithm options and sizes to choose from, which is best? 
A: CNSS Advisory Memorandum 02-15 alerts NSS developers and operators of the need to 
transition to quantum resistant algorithms in the future and permits greater flexibility in 
algorithm choice today than was allowed under the existing CNSSP-15.  This flexibility avoids 
making systems that do not already comply with CNSSP-15 first do an upgrade to comply with 



http://www.cnss.gov/
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CNSSP-15 and then perform a second upgrade to comply with the quantum resistant CNSSP-15 
to be issued in the future.  Within this framework, developers, operators and users should choose 
the most cost effective path to come into compliance with CNSS Advisory Memorandum 02-15.  
NSS developers, operators or users who need additional guidance should contact NSA. 


Q: Which specific algorithm parameters should NSS use? 
A: NSS users should select groups based upon well established and validated parameter sets that 
comply with the minimum required sizes.  Some specific examples include: 
 


• Elliptic Curves are currently restricted to the NIST P-384 group only for both ECDH and 
ECDSA, in accordance with existing NIST and NIAP standards. 


• RSA moduli should have a minimum size of 3072 bits (other than the noted PKI 
exception), and keys should be generated in accordance with all relevant NIST 
standards.    


• For Diffie-Hellman use a Diffie-Hellman prime modulus of at least 3072 bits as specified 
in IETF RFC 3526 (Groups 15-18).  Note: A new set of Diffie-Hellman primes is being 
considered for use in a new Transport Layer Security specification (TLS 1.3) —these 
may also be acceptable. 


Q: I have already provisioned RSA 4096 certificates on a number of devices used in 
NSS.  Should I move to RSA 3072 certificates? 
A: Not necessarily—RSA with 4096 modulus size exceeds the 3072 minimum modulus size and 
is acceptable for use. Interoperability is a concern that must be considered, though. Because of 
the nature of RSA, the interoperability questions do not have such a clear answer as with elliptic 
curve systems. If an NSS customer has a question they should contact NSA via the means 
indicated at the end of this document. 


Q: Can I use the NIST P-521 curve for ECDH or ECDSA on NSS? 
A: In order to enhance system interoperability NSA recommends the use of NIST P-384. 
CNSSP-15 does not permit use of NIST P-521.  Use of NIST P-521 needs to be approved by 
NSA as an exception to policy.  This continues under CNSS Advisory Memorandum 02-15.   


Q: In CNSS Advisory Memorandum 02-15, NSA notes some exceptions for large scale 
PKIs to remain at 2048 bits for RSA. Is there a similar exception for use of SHA-256 
on NSS? 
A: The objective of CNSS Advisory Memorandum 02-15 is the use of SHA-384 in NSS.  
However, there may exist situations where this is not feasible.  The developers or operators of 
such systems should contact NSA for further discussions.  In particular, developers of new NSS 
equipment should implement SHA-384 instead of SHA-256.  Any exception needs to be 
discussed with NSA. 


Commercial Solutions for Classified and NIAP 
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Q: I have a product/solution built for NSS to go against NIAP Protection Profiles 
and/or a CSfC Capability Package.  How does this affect me? 
A:  Certified solutions will remain acceptable until they are upgraded/replaced.  New draft 
Protection Profiles that come out will generally be adjusted to support the new algorithm choices 
as quickly as the market can support them, and Capability Packages that depend on those 
Protection Profiles will follow in turn.  Current plans are to allow up to 2-3 cycles for adherence 
to the new algorithm requirements in Capability Packages. When products go against the new 
Protection Profiles for certification, they will need to meet the new algorithm requirements.  
Note that the Protection Profile process is driven by technology available on the market, so the 
algorithms specified in individual Protection Profiles or Capability Packages may deviate from 
those in CNSS Advisory Memorandum 02-15 while NSA work towards a long term algorithm 
solution. NSA is reviewing the Protection Profiles and Capability Packages scheduled to be 
published in order to begin rollout of the new requirements within these requirements 
documents.  


Q: I have long data life concerns and want to adopt CSfC solutions. When will I be able 
to ensure my communications and data are secure against an adversary with a 
quantum computer? 
A:  For commercial products used in NSS, there will be a two-step process for achieving 
security. In the longer term, NSA looks to NIST to identify a broadly accepted, standardized 
suite of commercial public key algorithms that are not vulnerable to quantum attacks. 
Meanwhile, NSA has updated its cryptographic strategy to allow for a wider range of public key 
algorithms to be used in the near term as a cost-saving measure while waiting for quantum 
resistant algorithms and protocol usage to be standardized.  At the moment, one can use 
symmetric key cryptography in many instances to provide a measure of quantum resistance.   For 
further information see https://www.iad.gov/iad/programs/iad-initiatives/cnsa-suite.cfm . 


Q:  My CSfC solution does not support the new algorithms.  Can I get an exception, or 
must I cease use? 
A:  While NSA advises transitioning to the new algorithms as soon as possible, NSA anticipates 
situations where the larger key sizes cannot be supported by specific technologies or products. 
NSA will address these in the Capability Package for general cases while special cases will 
continue to use the CSfC deviation process. CSfC solutions are required only to comply with the 
Capability Package with which they were registered.  These packages will be updated to conform 
to the new algorithm guidance, providing a broader selection of acceptable algorithms from 
which implementers can choose.  For greater interoperability, NSA will encourage vendors to 
support a range of algorithms and sizes, but will not mandate universal support of all acceptable 
algorithms.  Customers will need to ensure that the algorithms they choose are validated in their 
products. 


. 


 



https://www.iad.gov/iad/programs/iad-initiatives/cnsa-suite.cfm
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Q:  The data I have on my particular NSS has short intelligence life—do I really need 
to upgrade to new sizes of algorithms as indicated in CNSS Advisory Memorandum 
02-15? 
A:  NSA mandates transitioning algorithms for NSS in order to be part of the common standard 
and to insure interoperability.  In addition, because the Capability Packages will be updated to 
conform to the new guidance, your solution will eventually become a deviation from the CSfC 
standard and require special approval.  NSA does not intend to grant a large number of 
deviations. If you believe you are incapable of transitioning, please contact the CSfC office to 
discuss options. 


Quantum Computing Threat 


Q: What is a quantum computer, and how is it different from the computers we use 
today? 
A: In place of ordinary bits used by today’s computers, quantum computers will use “qubits” that 
behave in surprising ways, efficiently performing selected mathematical algorithms 
exponentially faster than a classical computer. 


Q: What is the threat if a quantum computer were developed? 
A: A sufficiently large quantum computer, if built, would be capable of undermining all widely-
deployed public key algorithms used for key establishment and digital signatures. NSS uses 
public key cryptography as a critical component to protect the confidentiality, integrity, and 
authenticity of national security information. Especially in cases where such information needs 
to be protected for many decades, the potential impact of adversarial use of a quantum computer 
is known and without effective mitigation is devastating to NSS.   


Q:  What is “quantum resistant cryptography”?  
A:  By definition, quantum resistant (or post quantum) cryptography refers to algorithms that are 
resistant to cryptographic attacks from both classical and quantum computers. Algorithms 
believed to satisfy this definition are often termed quantum resistant since that is a feature they 
claim; however, just as algorithms that are claimed to be classically secure are often found to be 
insecure, the same can happen with “quantum resistant” algorithms 


Q: Will quantum computers affect non-public key (i.e., symmetric) algorithms? 
A: It is generally accepted that quantum computing techniques are much less effective against 
symmetric algorithms than against current widely used public key algorithms. While public key 
cryptography requires changes in the fundamental design to protect against a potential future 
quantum computer, symmetric key algorithms are believed to be secure provided a sufficiently 
large key size is used. 


Q:  Why does NSA care about quantum computing today?  Isn’t quantum computing a 
long way off? 
A:  The long lifetime of equipment in the military and many kinds of critical infrastructures—as 
well as the long intelligence lifetime of much national security information—means that many of 
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our customers and suppliers are required to plan protections that will be good enough to defeat 
any technologies that might arise within a few decades. Many experts predict a quantum 
computer capable of effectively breaking public key cryptography within that timeframe, and 
therefore NSA believes it is important to address that concern.   


Q: How long are the lifetimes in NSS for: deployment of algorithms, use of equipment, 
national security information intelligence value? 
A: Algorithms often require 20 years to be fully deployed on NSS. NSS equipment is often used 
for 30 years or more. National security information intelligence value is often 30 years 
(sometimes more), although it may vary depending on classification, sensitivity, and subject. 


Q: Why is now the right time to make an announcement?  
A: Choosing the right time to champion the development of quantum resistant standards is based 
on 3 points: forecasts on the future development of a large quantum computer, maturity of 
quantum resistant algorithms, and an analysis of costs and benefits to NSS owners and 
stakeholders. NSA believes the time is now right—consistent advances in quantum computing 
are being made, there are many more proposals for potentially useful quantum resistant 
algorithms than were available 5 years ago, and the mandatory change to elliptic curves that 
would have been required in October 2015 presented an opportune time to make an 
announcement. NSA published the advisory memorandum to move to quantum resistant 
symmetric key options and to allow additional continued use of older public key options as a 
way to reduce modernization costs in the near term.  In the longer term, NSA is looking to all 
NSS vendors and operators to implement standards-based, quantum resistant cryptography to 
protect their data and communications. 


Q: Aren’t the public key algorithms in the CNSS advisory memorandum all vulnerable 
to quantum attacks? 
A: The public-key algorithms (RSA, Diffie-Hellman, ECDH, and ECDSA) are all vulnerable to 
attack by a sufficiently large quantum computer. The intent of the interim strategy is not to 
provide quantum resistance, but to allow more flexibility for customers and vendors in the near 
term to save on costs while quantum resistant standards are being developed. 


Q: Is there a quantum resistant public-key algorithm that commercial vendors 
should adopt? 
A: While a number of interesting quantum resistant public key algorithms have been proposed 
external to NSA, nothing has been standardized by NIST, and NSA is not specifying any 
commercial quantum resistant standards at this time.  NSA expects that NIST will play a leading 
role in the effort to develop a widely accepted, standardized set of quantum resistant algorithms. 
Once these algorithms have been standardized, NSA will require vendors selling to NSS 
operators to provide FIPS validated implementations in their products. Given the level of interest 
in the cryptographic community, we hope that there will be quantum resistant algorithms widely 
available in the next decade. NSA does not recommend implementing or using non-standard 
algorithms, and the field of quantum resistant cryptography is no exception. 
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Q: Can I mitigate the quantum threat by using a pre-shared key? 
A: Some protocols do allow a pre-shared key option that may mitigate the quantum threat. This 
issue can be complex.  Customers who wish to explore this option should contact NSA or follow 
guidance that will be provided as part of the CSfC program. 


Q: What can developers do to prepare for a future quantum resistant algorithm 
suite? 
A: The AES-256 and SHA-384 algorithms are symmetric, and believed to be safe from attack by 
a large quantum computer.  Developers can meet these requirements today.  In the area of public 
key algorithms the future is less clear.  One area of general agreement appears to be that the key 
sizes for these algorithms will be much larger than those used in current algorithms.  Developers 
should plan for storing and transmitting public key values that may be larger than those used 
today.  Work will be required to gauge the effects of these larger key sizes on standard protocols 
as well. NSA encourages those interested to engage with standards organizations working in this 
area and to analyze the effects of adopting quantum resistant algorithms in standard protocols. 


Q: When will quantum resistant cryptography be available? 
A: For systems that will use unclassified cryptographic algorithms it is vital that NSA use 
cryptography that is widely accepted and widely available as part of standard commercial 
offerings vetted through NIST's cryptographic standards development process.  NSA will 
continue to support NIST in the standardization process and will also encourage work in the 
vendor and larger standards communities to help produce standards with broad support for 
deployment in NSS. NSA believes that NIST can lead a robust and transparent process for the 
standardization of publicly developed and vetted algorithms, and we encourage this process to 
begin soon. NSA believes that the external cryptographic community can develop quantum 
resistant algorithms and reach broad agreement for standardization within a few years. 


Q: Does the fact NSA is making this change today mean a quantum computer exists? 
A: NSA does not know if or when a quantum computer of sufficient size to exploit public key 
cryptography will exist. The cryptographic systems that NSA produces, certifies, and supports 
often have very long life-cycles. NSA has to produce requirements today for systems that will be 
used for many decades in the future, and data protected by these systems will still require 
cryptographic protection for decades after these solutions are replaced. There is growing research 
in the area of quantum computing, and enough progress is being made that NSA must act now to 
protect NSS by encouraging the development and adoption of quantum resistant algorithms. 


Q: What about quantum key distribution (QKD)? 
A: It is possible to use quantum mechanics to protect secrets using techniques commonly 
referred to as QKD (when used to establish a secret key then used in symmetric 
cryptography).   This is entirely distinct from the use of quantum computing to attack 
cryptographic algorithms.  The use of QKD is not presently part of the NSA Commercial 
Solutions for Classified program. 
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Q: What about quantum cryptography?  
A: Quantum cryptography (as opposed to quantum resistant cryptography) is similar to QKD—it 
uses the same techniques to protect messages directly as opposed to establishing a key for use in 
symmetric key cryptography. NSA has no current plans to use quantum cryptography as a 
commercial solution. 


Further questions 
 
Q: The commercial world appears to be moving to elliptic curves. Why is NSA 
continuing to support older algorithms? 
A: NSA supports the use of NIST P-384 in NSS. In the original CNSSP-15 both RSA and Diffie-
Hellman were included as legacy algorithms which were only to be used until replacement 
elliptic curve cryptography (ECC) equipment was available.  Since that time NSA has come to 
appreciate that some of these legacy systems will be around for much longer than we had 
planned. Because of these legacy systems and because there is an eventual need to move to 
quantum resistant public key algorithms, NSA has decided that it may be more cost effective for 
some NSS to continue to use RSA and Diffie-Hellman with larger key sizes until the new 
quantum resistant public key algorithms are ready.  NSA does not want to force NSS operators to 
pay for two cryptographic upgrades: first from RSA/Diffie-Hellman to ECC and then from ECC 
to quantum resistant cryptography.   
 
Q: Are you telling vendors to stop transitions to elliptic curve cryptography? 
A: No.  Rather, NSA wants vendors and NSS developers, operators and customers to comply 
with CNSS Advisory Memorandum 02-15 as soon as feasible.  Many NSS owners would not 
have the resources to switch first to elliptic curves and then to quantum resistant cryptography 
within a limited timeframe.  The advisory memorandum allows these system owners to avoid the 
extra cost incurred by first transitioning to ECC and then transitioning to quantum resistant 
cryptography by skipping that first transition where that makes sense.  These system owners can 
continue to use their existing RSA and Diffie-Hellman cryptography by increasing the key size 
to that required for the protection of TOP SECRET information. 
 
Q: Why eliminate the lower (up to SECRET) level of Suite B in the Commercial 
National Security Algorithm Suite? 
A: Originally, NSA allowed a lower level for SECRET traffic because, at the time, some devices 
could not manage the computational load of the larger algorithms.  However, technological 
advances are gradually eliminating that barrier.  Considering the endurance of certain NSS 
legacy systems and the long timeline for systems to transition to new cryptographic algorithms, 
NSA has determined that equipment for NSS that is being built and deployed now using ECC 
should be held to a higher standard than is offered by P-256, AES-128, and SHA-256.   
 
Elimination of the lower level of Suite B also resolves an interoperability problem raised by 
having two levels. Some vendors were implementing only SECRET level algorithm sizes and 
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their NSS customers wanted to use those for protecting TOP SECRET information which is not 
allowed under CNSSP-15.     
 
Q: I thought ephemeral key establishment was better because it provides forward 
secrecy. Won’t the guidance in CNSS Advisory Memorandum 02-15 decrease the use 
of ephemeral key establishment? 
A: NSA supports the use of ephemeral key establishment, and believes that quantum resistant 
standards will include ephemeral key establishment techniques. NSA also recognizes that there is 
a significant use of other key establishment techniques in NSS, and is allowing the continued use 
of RSA for the ease of NSS operators. Pre-shared key solutions to be used in the interim for 
quantum resistance also use ephemeral key establishment as part of the protocols. In the interim, 
ephemeral key agreements are still supported via finite field Diffie-Hellman (3072-bit or larger) 
and elliptic curve Diffie-Hellman (using P-384).  
 
Q: Did my company waste time/money implementing Suite B curves?  
A: NSA extends its gratitude to those vendors who implemented Suite B algorithms in their 
products. The support provided by vendors to implement each of the Suite B algorithms is much 
appreciated and represents a great achievement. 
  
NSA does not believe this effort was wasted. CNSS Advisory Memorandum 02-15 specifies the 
use of P-384 for both ECDH and ECDSA as approved, so there should be a significant NSS 
market for P-384 algorithms. While the external community appears to be shifting somewhat 
toward the use of other elliptic curves, the Suite B curves have been widely implemented and 
adopted, and NSA expects that there will be continued use of them for the foreseeable future. 


Q: How did NSA determine the sizes of RSA and Diffie-Hellman to use? 
A: In CNSS Advisory Memorandum 02-15 NSA changed the status of these algorithms from 
legacy to supported in order to allow their extended use until quantum resistant cryptography is 
available. The selection of a 3072-bit key size for RSA and Diffie-Hellman was made after 
considering the expected longevity of the NSS that would need to use these algorithms and the 
practical technology constraints of some of those systems. Larger sizes for RSA and Diffie-
Hellman are acceptable, as specified in the guidance. NSA will provide guidance to vendors and 
NSS developers, operators and users on the appropriate key sizes for their specific application. 


Further Info 


Q:  Where can I get further info? 
A: Customers should contact NSA through normal channels.   For CSfC specific questions 
customers should contact the Commercial Solutions for Classified Office at (410) 854-6906. 
Other specific questions may be addressed via e-mail to NSACryptoToday@nsa.gov. 



mailto:NSACryptoToday@nsa.gov
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Disclaimer of Warranty and Endorsement 
The information and opinions contained in this document are provided "as is" and without any 
warranties or guarantees.  Reference herein to any specific commercial products, process, or service by 
trade name, trademark, manufacturer, or otherwise, does not constitute or imply its endorsement, 
recommendation, or favoring by the United States Government, and this guidance shall not be used for 
advertising or product endorsement purposes. 


CONTACT INFORMATION  
Industry Inquiries  
410-854-6091 
email: bao@nsa.gov 


CLIENT REQUIREMENTS AND GENERAL INFORMATION ASSURANCE INQUIRIES  
IAD Client Contact Center  
410-854-4200  
email: IAD_CCC@nsa.gov 
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